
 
 

1 
Abstract— Smart grid technologies such as synchrophasors using 
Phasor Measurement Units (PMUs), make real-time monitoring, 
control and data analysis of the electric power grid possible. The 
PMU network measures voltage and current phasors across the 
electrical power grid, and sends ‘reports’ to control centers. 
Synchrophasor technology enables reliable and efficient power 
system operation; but may make the system vulnerable to cyber-
attacks. In this paper, security vulnerabilities found in literature, 
that are relevant to PMUs, are discussed and mapped to four 
general attack classes. Known network security vulnerabilities 
are addressed in hopes of exposing gaps where further research 
needs to be conducted on PMU networks.  

Index Terms— Cyber-attacks, data security, phasor 
measurement units, power system security, smart grid, 
synchrophasors.  

I. INTRODUCTION  

Electricity is essential to maintaining the standard of living 
in North America and globally. Citizens need the power grid to 
be reliable. Increasing energy consumption requires either that 
more energy be produced or energy generation be more 
efficient. The “smart grid” is a modern power system that uses 
information and communication technologies to provide more 
efficient, reliable, and sustainable energy [1]. A smart grid 
allows for bidirectional flow of information and power in the 
transmission and distribution systems [2]. Real-time 
monitoring is needed to provide situational 
awareness/intelligence of system conditions, and ensure that 
power is continuously available to consumers. Real-time 
feedback is critical to power system operations, but the use of 
communication networking technology makes the electric grid 
susceptible to cyber-attack.  

Synchrophasor technology uses Phasor Measurement Units 
(PMUs) to provide feedback of the current state of the power 
system in real time. Synchrophasor measurements are sent to a 
substation/control center Phasor Data Concentrator (PDC) and 
stored in a database. PMUs communicate to the 
substation/control center using TCP/IP network connections. 
The use of TCP/IP makes the system vulnerable to known 
cyber-attacks. Stallings [3] classified attacks into four general 
classes: interruption, interception, modification, and 
fabrication. In this paper, the current PMU security 
vulnerabilities and relevant, known vulnerabilities are mapped 
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to these four attack classes. The authors find that little research 
has been carried out on addressing known network 
vulnerabilities and their potential impact on PMU networks. 
Further research is needed to establish their effects. Previous 
research, shown in Table I, has investigated PMU vulnerability 
to Denial of Service (DOS), malicious code injection, packet 
analysis, physical damage, and data spoofing attacks.  

The rest of this paper is organized as follows: Section II 
provides background on PMU networks. Section III discusses 
interruption attacks, their effects on PMUs, and current 
countermeasures. Section IV presents interception attacks, their 
effects and how to prevent them. Section V concentrates on 
modification attacks and Section VI summarizes fabrication 
attacks. Finally, a discussion of further research needs is 
presented in Section VII. 

II. BACKGROUND 

Phasor measurement units measure bus voltages, line 
currents, and bus frequencies in the transmission systems in 
real-time. Each measurement is tagged with a global 
positioning system (GPS) time stamp [4]. PMU readings with 
time stamps let system operators track and evaluate changing 
power conditions, and diagnose any problems . Usually data is 
reported to the PDC via TCP/IP and stored for analysis [5]. 
Fig. 1 shows an example PMU network. Global Positioning 
System (GPS) time stamps allow measurements to be 
synchronized so the network can be analyzed as a whole [7]. 

 

 
Fig. 1. An illustration of a  synchrophasor network. 
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Once the PMUs synchronize with the GPS, each 
measurement the synchrophasor sends across the network 
includes a time stamp. Electrical measurements are sent over a 
communication network to a PDC. The PDCs are installed 
either at a substation or a regional control station depending on 
the size of the grid [6]. The PDC along with historian stores 
measurements for additional processing. Several PDCs may be 
needed for a large network of PMUs, and ultimately a super 
PDC is installed at a national control center or at independent 
system operator. The super PDC receives data from the various 
PDCs and a few PMUs. 

Standard protocols to ensure consistent data storage and 
network communications between PMU networks exist since 
PMUs are widely used by many electric power utilities. The 
current IEEE PMU communications standard is the C37.118 
protocol, which defines synchrophasor data conventions, 
measurement accuracies, and communications formats [8]. To 
adhere to the IEEE C37.118 protocol, the synchrophasor has 
to recognize five frame types [8]:  
 Data Frame (binary)  
 Two configuration frames (binary)  
 Header frame (ASCII)  
 Command frame (binary). 

The configuration and header frames describe the 
synchrophasor configuration, the data frame contains 
measurements, and the command frame tells the PMU when 
to start and stop taking measurements [8]. Once measurements 
are collected by PMUs they are usually processed by a PDC, 
such as the open-source OpenPDC, in a reasonably sized 
network of synchrophasors [9]. OpenPDC sorts received 
measurements by their time stamps. The measurements with 
their time stamps are archived in a database.    

 

III. INTERRUPTION ATTACKS 

The simplest interruption attack is a physical attack, for 
example, cutting a cable. A more sophisticated attack is denial 
of service (DoS). DoS attackers consume system resources, 
such as bandwidth, to prevent users from accessing 
the system. DoS attacks use flaws in network protocols to 
deny access to legitimate users. One common DoS attack is an 
Internet Control Message Protocol (ICMP) attack. This attack 
is also known as a Smurf attack. The attacker broadcasts 
ICMP requests disguised with the victim’s IP address, most 
devices accept the ICMP request and respond to the victim’s 

computer [10]. This is a simple example of how network 
infrastructure can be used to amplify Distributed Denial of 
Service (DDoS) attack where the attacker takes control of 
multiple machines, called zombies. Zombies overload the 
target’s bandwidth, resulting in legitimate traffic being slowed 
or dropped. 
 

A. PMU Specific DOS 

Researchers in [11] tested various DoS attacks such as 
network layer attacks, Internet Control Message Protocol 
(ICMP) attacks, transport layer attacks, Local Area Network 
Denial (LAND) attacks, and teardrop attacks against a PMU 
network. These attacks take advantage of weaknesses in 
network protocols. The PMU network is dependent on real-
time measurement data, making it vulnerable to this attack. If 
this attack were performed on multiple PMUs, measurements 
from those PMUs would either be lost or delayed. This could 
cause inaccurate predictions about the status of the 
transmission system, delayed mitigation of power system 
problems, or total failure of network measurement devices. 
 

B. DOS Countermeasures 

Though DoS attacks remain a serious threat to power grids 
when using PMU networks, there are some ways to prevent or 
mitigate their potential damage. One possible solution would 
be to use an “air gapped” network. Air gapped networks have 
no physical connection to the larger Internet. The network is 
totally isolated from communicating with machines not 
connected to the local segment. This isolation comes with the 
disadvantage that it is costly to build separate network 
infrastructure for the power grid.  

To mitigate DoS/DDoS attacks, the first step is detect the 
attack. Researchers have tested anomaly detection approaches 
for DoS on networks [29]. Experimental results indicate that 
detection performance is inversely proportional to network 
utilization and optimal detection parameters depend strongly 
on network utilization. 

Common DoS countermeasures are the use of big pipes 
(large bandwidth network connections) to absorb attack 
traffic, which is expensive. DoS attacks can also be mitigated 
less expensively using distributed or redundant infrastructure 
to redirect attack traffic [12]. Some commercial services claim 
the ability to filter DoS traffic from normal traffic, but provide 
inadequate documentation to make these claims credible.  

TABLE I. DOCUMENTED SECURITY VULNERABILITIES 

Current PMU Attacks: General Class of Attack Reference to Attack 

Denial of Service Interruption [2], [5]-[7], [10]-[14], [21] 

Physical Attack Interruption [2], [6], [14], [23] 

Man in the Middle Interception/Fabrication [2], [5], [6], [11], [14], [16], [18] 

Packet Analysis Interception [11], [13], [14], [16] 

Malicious Code Injection Modification [2], [5], [8], [11], [14], [17]-[19], [21] 

Data Spoofing Fabrication [5], [6], [11], [13], [14], [22], [23] 



 
 

Traffic filtering is difficult, especially when traffic volume is 
excessive.  

 

C. Physical Attacks 

 A PMU can be isolated from the network using physical 
attacks that damage hardware or infrastructure. This includes 
cutting a network connection between the PMU and PDC, 
PDCs and a Super PDC, or sabotaging the PMU. Limiting 
access to critical infrastructure can mitigate this type of attack. 
Not included here are software attacks, like Stuxnet, that 
effect hardware. Such attacks are discussed in Sections V and 
VI.  

 

IV. INTERCEPTION 

Interception attacks that affect synchrophasor networks can 
be either passive (packet analysis) or active (man-in-the-
middle). Interception attacks use information traversing the 
network between the PMU and PDC unlike interruption 
attacks that stop communications. 

 

A. Packet Sniffing 

Contents of PMU TCP/IP packets are susceptible to packet 
analysis, “sniffing”. Programs such as Wireshark [2], allow 
attackers to look at traffic sent across the network. If 
encryption is not used, all the information can be seen by the 
attacker. In [13], researchers used Wireshark to analyze the 
synchrophasor network. Network traffic was redirected and 
captured, and the data was in clear text. This makes it possible 
for an attacker to harvest passwords and other information 
sent across the network.  

 

B. Packet Sniffing Countermeasures 

Adding a security gateway to the network, sends packets 
through a virtual private network (VPN) tunnel. A tunnel 
embeds the tunneled protocol within the payload of a host 
protocol. A VPN creates an IP tunnel within the normal IP 
network payload. The VPN also encrypts the tunneled 
protocol to hide the contents from observers. The tunnel 
makes this network virtual; the encryption makes it private 
[13]. VPN tunnels commonly use Transport Layer Security 
(TLS) protocol12to secure communications between VPNs. To 
ensure a secure connection, the parties on the network use 
X.509 certificates to authenticate users and then exchange 
symmetric keys. This process is supposed to provide the 
system with security, but may have implementation and 
design errors. In April 2014, the Heartbleed bug in the 
OpenSSL cryptography library was discovered. At that time 
about 17% (around half a million) of the Internet's supposedly 
secure web servers were believed to be vulnerable to theft of 
the servers' private keys and users' session cookies and 
passwords. Other successful attacks on SSL/TLS include [14]: 
 DNS Cache Poisoning 
 ARP Poisoning 
 Man-in-the-Middle Attacks 
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 TLS/SSL Certificate Attacks. 
VPNs are essential for securing traffic, but they need to be 

carefully implemented and their security verified. Each of 
these attacks has compromised networks.  Research needs to 
be carried out to see their impact on PMU networks. VPNs are 
not a panacea; they are an essential part of a reasonable 
security program. 
 

C. Man-in-the-Middle Attacks 

Man-in-the-Middle (MITM) attacks occur when an 
attacker poses as the other side of a legitimate protocol session 
to both the legitimate client and server. For example, if A and 
B communicate, the intruder I replaces the AB link with two 
links AI and IB.  

In a PMU network, a MITM attack would occur between 
the PMU and the PDC. Attackers disguise themselves as the 
PDC to the PMU and the PMU to the PDC, and likewise 
between a PDC and a Super PDC. Man-in-the-Middle attacks 
use methods such as route table poisoning, modified packet 
source and destinations, and using compromised certificates. 
Researchers in [15] used fake certificates to conduct a Man-in-
the-Middle attack.  Reference [15] discusses the false 
certificate vulnerability for HTTPS connections. However, 
this method can be used on any system using certificates to 
secure connections. Government surveillance programs often 
use this. In the PMU network with the PDC using X.509 
certificates for authentication requires extra care to be taken to 
avoid a MITM attack between the PDC and the PMU.  

 

D. Man-in-the-Middle Attacks Countermeasures 

To prevent this type of attack from occurring, the system 
need to authenticate both the client and the server [16]. It is 
advisable for the system to generate its own X.509 certificates 
and only accept the certificates that they generate. In this way, 
the system should be secure as long as the certificates 
themselves are stored securely and not compromised. Both the 
TLS and SSH software suites contain mechanisms that use 
public key cryptography to avoid MITM attacks. They are 
widely used, allowing errors to be promptly discovered and 
corrected. 

  

E. Side Channel Attack 

While VPN encryption provides some essential security 
for network connections, side-channel attacks are still 
possible. Side-channels extract information by observing 
implementation artifacts. For example, a timing side-channel 
vulnerability for SSH has been used to extract the system 
password from interactive sessions and detect the protocols 
being used within the encrypted communications [24]. In [25] 
researchers found that it is possible to detect PMU 
measurement sessions even when a VPN encrypts the traffic. 
Once PMU sessions are identified, an attacker can reroute, 
delay or drop packets. This could be detrimental for power 
grid monitoring by allowing an attacker to selectively stop 
parts of the system’s feedback control. It may then be possible 
to hide inefficiencies or instabilities in the power grid. 
Although only timing analysis have discussed, it is noted that 



 
 

power analysis side-channels are also possible if the attacker 
can analyze VPN power consumption [30]. 

 

F. Side Channel Attack Countermeasures  

These attacks are typically countered by saturating the 
communications channel, leaving no available bandwidth for 
patterns to emerge. Due to the extreme resource requirements, 
this approach can only be used in extreme cases [28]. In 
addition the presence of saturated channels could also be 
detected, which is in itself a side channel that could be 
exploited to detect PMU communications channels.  Another 
possible, expensive solution to this problem, would be to build 
a separate infrastructure for PMU communications [25]. 

 

V. MODIFICATION 

Modification attacks look for security vulnerabilities to 
corrupt, highjack, or alter a legitimate process. An example of 
this type of attack is malicious code injection. In a code 
injection attack, the attacker inserts new instructions into a 
piece of code to alter its form of execution. One common 
modification attack is Structured Query Language (SQL) 
injection. SQL is a standardized language for managing 
databases. This form of attack allows the attacker to insert a 
script into a piece of code to alter the database.  
 

A. PMU Specific Malicious Code Injection 

PMUs continuously send measurements to the PDC. 
Before measurements are transmitted across the network, the 
PMU sends a configuration message to the PDC to specifying 
the data table to set up in its database [13]. The PDC does not 
authenticate the configuration message. Instead, it creates new 
tables specified in the configuration message. This leaves the 
system vulnerable to code injection.  

Researchers in [17] describe two insertion attacks: code-
injection and return-oriented programming. In code-injection, 
the attacker directly inserts shell code (a set of malicious 
instructions) into the program. Return-oriented programming 
reuses binary code already present in the system as shell code. 
Shell code is the software exploit payload. Either attack can 
send malicious instructions to the database management 
system, to add, delete, or modify the database, or take control 
of the system.  

Since all the data sent to the PDC is stored in a database, 
PMUs are particularly susceptible to SQL injection attacks 
[18]. The SQL injection vulnerability most frequently comes 
when queries are formulated from user inputs. This attack 
occurs if user input is not properly validated before inclusion 
in the SQL query [19].This attack can add, delete, or modify 
the database contents and therefore directly modify, corrupt, 
append, and/or disable PMU measurement information. The 
attacker can make the condition of a transmission system 
appear to be the opposite of its actual state. For example, if 
there is an issue with a transmission bus or line, an attacker 
can modify measurements to indicate it is normal, which 
could put the power system at risk for an outage. 

 
 

B. Countermeasures 

In [17] the authors suggest detecting code insertion by 
monitoring program performance. If an attacker has inserted 
shell code into a program, the program should behave 
abnormal. Another method to overcome malicious code 
injection attacks on PMU networks is to use high-entropy 
encryption keys when transferring messages [20]. Only the 
PMU, PDC and the super PDC would have the key. If the 
attacker does- not have the encryption key, then they will be 
unable to decipher the instructions. In modern operating 
systems, code injection is made difficult by either 
randomizing the system address space or monitoring the stack 
to detect buffer overflows [14]. Both of these approaches are 
recommended for PMU network implementations. 

To counteract SQL injection attacks: either check inputs for 
characters that can be used to insert new SQL (or shell) 
commands or use parameterized statements that force user 
inputs to follow a static template. These templates only allow 
certain inputs to be translated into queries. For further 
prevention, databases should also have strict access controls 
for allowing users to modify or manipulate data. 

 

VI. FABRICATION 

Fabrication attacks occur when attackers create a fictitious 
asset on the network. Data spoofing and Man-in-the-Middle 
attacks (Section IV.C.) are both fabrication attacks. Both send 
fabricated data across the network. PMUs continuously send 
data to the PDC along with instructions on how to set up 
database tables. Data spoofing and MITM attacks can send 
false measurements. This differs somewhat from modification 
attacks, since the data is not derived from current 
measurements. If the PDC collecting the data does not 
authenticate PMUs on the network, the PDC may accept 
fabricated data, and the same with the Super PDC.  

 

A. PMU Data Spoofing 

Since the control centers will depend on the feedback from 
the PMUs and PDCs to make decisions about the current 
condition of the electrical grid, the accuracy of the data is 
important. Data spoofing gives the control center forged data 
instead of actual data. This can be detrimental to the operation, 
stability, security and reliability of the grid. In [21], 
researchers inject false data into the system. This data can be 
either PMU voltage, current and frequency measurements or 
measurement time stamps. In [22], authors spoof the GPS time 
stamps for measurements. Altering measurement times can 
render measurements useless. For example, readings can be 
reordered to make capacity reduction seem to be capacity 
increase and vice-versa. 

 

B. Data Spoofing Countermeasures 

In [6], the authors show that data spoofing has very little 
effect when limited to a single data feed. To mitigate data 
spoofing, the grid can use multiple PMUs to monitor the same 
electrical transmission bus or line, which would make 
spoofing more complicated. The use of redundant devices is 
recommended by [23]. Those authors use redundant smart 



 
 

meters, but the same idea is applicable to PMUs. In [26] 
researchers use collaboration among GPS receivers to detect 
spoofing attacks. This allows a set of GPS receivers to locate a 
false GPS signal. In [27], researchers synchronize 
measurements across different locations in real time. This is 
robust to data-injection attacks. The Network Time Protocol 
(NTP) supports synchronization between internet nodes, even 
though its accuracy is less than GPS. Combining NTP and 
GPS would limit the ability of GPS spoofing to modify time-
stamps.  

 

VII. FUTURE RESEARCH DIRECTIONS 

Synchrophasor networks often use security gateways to 
counteract threats like MITM. A security gateway is a system 
designed to remove security vulnerabilities in the PMU-PDC-
Super PDC network. Future study should look into the ability 
of security gateways to neutralize the attacks listed here. In 
addition, many other vulnerabilities have yet to be analyzed, 
such as side-channels (Section IV.E), replay (attacks that store 
old traffic for re-use at a later time), fuzzing (sending 
randomized inputs), and SSL certificate authentication attacks 
that leverage problems in the SSL certificate supply chain. 
Thorough penetration testing is desirable to minimize the 
potential impact of future attacks on the electric power grid 
infrastructure. Other topics that need research include the 
efficiency of security methods; the security of the servers that 
run the smart grid; and creating self-healing networks with 
automatic recovery.  . 

 

VIII. CONCLUSION 

The “smart grid” is a modern electric power grid that uses 
information and communication technology to provide secure, 
reliable, efficient, and sustainable power. To upgrade the 
current electric power grid to a smart electric power grid, 
synchrophasor networks (PMUs and PDCs) are being 
installed. Due to limited amount of research available on the 
security of synchrophasor networks, much further research 
needs to be carried out to guarantee the security of the smart 
grid.  
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